Sophos Integration Setup

You need to provide the client ID and client secret when connecting Sophos to MSPbots.

Perform the following to Connect Sophos to MSPbots:

1. Secure the Client ID and Client Secret information for your Sophos account.

Sophos Central sets a 36-month duration for all API Keys. Once an API Key expires, this process will need to be performed again.
2. Create the API Key.
a. Log in to your Sophos Central account: Sophos Central Partner Login.
b. Navigate to Settings & Policies on the menu, then go to API credentials.
Settings & Policies
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Partner account settings.

Administrators

View and manage all the sers with administrative access to this account.

Login settings
View and manage your mutii-factor authentication settings.
PSA integration

View and manage your PSA integration with ConnectWise and Autotask.

Configure email alerts
Manage how you and your customers receive email alerts.

Managed Threat Response Preferences.
Define escalation contacts and MTR response modes.

Firewalls
Global customer settings.
Firewall Approvals
Co-branding

Manage Firewalls.
Manage the logo displayed on your Sophos Central Services.

Global templates
Manage global base-policy and settings templates for your customers.
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c. Next, select Add Credential on the top-right corner of the page.
AP credentials ; . il

Settings

Note: You may create up to 10 credentials.

StackDev01 I Jul1,2019 Jan 30,2020 Jun 30,2022

SE-DEV I Aug1,2019 Mar 1,2020 Jul 31, 2022 API Key for Server-Eye probe
SRW-Lab 1 Sep 4,2019 Mar 1,2020 Sep 3, 2022 Steve's Test Lab

LG-Dev . ] Dec 2,2019 Mar 2,2020 Dec1, 2022 Liongard Dev
BrigtGaugelntegrations T Dec 89,2019 Mar 2,2020 Dec 8, 2022 For BrightGauge Sophos Integration
CrestDataSystems [ Dec 10, 2019 Mar 1,2020 Dec 10,2022 For Kaseya Sophos Integration
Sophos Central Product ] Jan 13, 2020 Feb 19,2020 Jan 12,2023

Automate Plugin ] Jan17, 2020 Jan 16,2023 Sophos Central Plugin for Automate


https://central.sophos.com/manage/partner

d. Create a Credential name for your credential. Suggested Naming: MSPbots_API.

Add credential

Credential name*

MSPbots_API I
Description
roar
Role* Details
Service Principal Super Admin 8
Notes:

¢ Upon clicking the Add button, a Client ID and Client Secret will be generated.
* Credentials will expire in 36 months

e. Select Service Principal Super Admin as the Role and click Add.

3. Log in to the MSPbots app and navigate to Integrations on the menu.
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< @ Integrations x v

& MarketPlace Q Integrations ® “

8 Apps

Last success auth All Integrations
B Bots
B Dashboards Connected
@ Scorecards
Sophos  succe R ‘
@ Widgets | g Last success auth : 08/02/2022 08:10 CDT  Type : null =0
B Datasets
- Waiting to be Connected
@ Settings o
4. On the Integrations tab, search for Sophos. Click it to open.
5. Enter the Client ID and Client Secret in the corresponding fields.
g Sophos > @ -
Last success auth : 05/02/2022 06:10 CDT ~ Type : null
* Client ID
B
* Client Secret :
L

Save And Sync

6. Click Save And Sync.



https://app.mspbots.ai/Integrations
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